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NOTICES

Notice No.   20221120-1   Notice Date   20 Nov 2022

Category   Others   Segment   General

Subject   Malware Advisory for Stockbrokers | Trading members | Clearing Members

 

Content

 Scope and Applicability: Stockbroker | Trading Members | Clearing Members.

With reference to our notice no - 20221119-2 dated November 19,2022, regarding delay in settlements, noticed due to malware in
CDSL,members are hereby notified and requested to undertake appropriate actions as applicable to their environment.

Additional IOC's are as given below:-

Malicious Command and Control (C&C) IP Subnet 

5[.]44[.]42[.]62[.]

5[.]44[.].42[.]80[.]

5[.]182[.]210[.]92

185[.]213[.]175[.]12

http://fersit[.]com

http://afridda[.]com

 

 Members are requested to take note of the above and take precautionary measures.

 
 For and on behalf

 Shri. Shivkumar Pandey

 Group Chief Information Security Officer
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